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this is an effort to break down the building blocks of crypsinous blockchain

1 Crypsinous blockchain

Crypsinous Blockchain is built on top of Zerocash sapling scheme, and Ouroboros Genesis blockchain. Each part
U, stores it’s own local view of the Blockchain Clli‘; Cloc 18 a sequence of blocks B; (i>0), where each B € C,e.

B = (txlead, St)

tTlcad = (LEAD, St?,-ef, stxpwof)

st?mf it’s a vector of txjeqq that aren’t yet in Cioc. StZproof = (CMuc, STic, €p, sl, p, h, ptr, ) the Blocks’ st is
the block data, and h is the hash of that data. the commitment of the newly created coin is: (cme,,7¢,) =
COM M (pkCOIN||7||vel|pey ), T is the clock current time. sn, is the coin’s serial number revealed to spend the
coin.
SNe = PRF::OtQkOIN (pc)

p _ nSksClOIN

7 is is from random oracle evaluated at (Nonce||nep||sl), p is the following epoch’s seed. ptr is the hash of the
previous block, 7 is the NIZK proof of the LEAD statement.

1.1 st transactions

the blockchain view is a chain of blocks, each block B; = (t%jeqq, st), while st being the merkle tree structure of
the validated transactions received through the network, that include transfer, and public transactions.

1.2 LEAD statement

for @ = (cme,, SNey s M, L, p, b, DET, Py, fby, TOOL), and w = (path, rootg,corn , pathggcorn , Te, Pe, Tey, U, Te, ) for tuple
(x,w) € Licqq iff:

k
o kaOIN = PRFrpootfk,OIN (Tc)'

® pe, = PRFf:; (coIN (pe, )- note here the nonce of the new coin is deterministically driven from the nonce of
Shey

the old coin, this works as resistance mechanism to allow the same coin to be eligible for leadership more
than once in the same epoch.

e Vi € {1,2} : DeComm/(cmy,, pkCCIN||v||pe, ;) = T.
e path is a valid Merkle tree path to em,, in the tree with the root root.
e pathg.corn is a valid path to a leaf at position sl — 7. in a tree with a root Tootgle.
® SN, = PRFf:OtCkOIN (Pcl)
rootSOTIN o
° “1

Y= Uy



root 21l
® pP=Hp
o y < ord(G)¢s(v) note that this process involves renewing the old coin ¢; who’s serial number gets
revealed(proof of spending), becoming an input, to ¢y of the same value,

1.3 transfer transaction tz,y.,

transfer transaction of the pouring mechanism of input: old coin, and public coin, with output: new return
change coin, and further recipient coin. such that input total value v{'? + v, = vV§Y + v}e®

trofer = (TRANSFER, stTproof, Cr)

StTproof = ({eMey), eme, }), ({Sncy, s10¢, }), T, T00L, T)
¢r is forward secure encryption of st@ycpt = (Pcs,Tess Vey) t0 Phyr. the commitment of the new coins cg, ¢y is:
COIN
pks

(eMey,e5) = Comm(pk |[7][ves | pes)

(cm647 TC4) = Comm(pkg;c?IN||THUC4HpC4)

1.3.1 spend proof

the spend proofs of the old coins sn,, sn., are revealed.

1.3.2 NIZK proof 7

for the circuit inputs, and witnesses

COIN

x = ({emey, cme, by {SNey s SNy 1y T, T0OE)
gOINa pkc4 ’ (p(11 sTeys v17path1)7 (pCQ y Tegy V2, pathQ),

w = (rootgycorn , pathg,corn , rootgcorn , pathg.corn , pks
c1 c1 c2 c2 -

(Pcl yTers Ulapathl))

7 is a proof for the following transfer statement using zerocash pouring mechanism.

Vi € (1,2} : pGON = PREPY coun (1)

Ve {l,...,4}: DeComm(cmci,pkgOIN\|vi\|pci,rci) =T

V1 + o = V3 =+ vy4
path; is a valid path to cm,., in a tree with the root root

pathsy is a valid path to cm, in a tree with the root root, sn., = PRFf(‘f;t“kcmN (per)
kG

pathg.corn is a valid path to a leaf at position 7 in , root corvi € {1,2}

sne, = PRF (pe;), Vi € {1,2}

rootsk(;_o”\r
C’l.

2 Performance

since Crypsinous is based of sapling scheme, the performance relative to zerocash sapling scheme is that number
of constraints in the PRF is improved by replacing sha256 (83,712 constraints) by pederson commitment (2,542
constraints), but on the other hand the proving take twice that of the sapling.

3 Appendix
3.1 PRF

pseudo random function f(z) is defined as elliptic curve encryption over the group < g > of random output as
elligator curves of poseidon hash H



3.1.1 PRF*":
PRE, corv(z) = H(a] |0b00)™ o0tk

3.1.2 PRFPk;
tSkOIN

PRF?® wcon (x) = H(x]|0601)"

TOoO

3.1.3 PRFev:
PRFre:étqkplN (:L‘) = H(I| |Ob10)r00t§kOIN

3.2 rootSON(T)

the root in the merkle tree of the current epoch’s coins secret keys, at the onset of the epoch, the initial slot’s
coin’s secret key at time 7 is sampled at random sk€O™N <= {0,1}/777 and skGQ™N < PRFS(1)

3.3 Comm,DeComm

the equivocal commitment (cm,r) < Comm(m), while the de-commitment is DeComm(cm,m,r) — True if it
verifies. the commitment can be implemented as blinded encryption of m, as follows

mGy + rGy
for random groups G1, Ga, or as PRE™™ (m)

PRF®™ (1) = H(m||0b11)"
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