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1 zerocash notes, and highlights

1.1 zerocoin drawbacks

zerocoin isn’t used in daily transaction due to performance limitations, but rather for anonymization, or
laundrying coins through decentralized mix. performance bottleneck is that redeeming zerocoins requires
double-discrete-logarithm proofs of knowledge which have size that exceeds 45kb, and 450ms to verify(at the
128-bit security level), it uses fixed denominations, can’t pay in zerocoin directly, provides anonymity for the
original address only.

2 minting
minting coin ¢ = ((apk, PKene), v, p, 7, 8, cm) is:
tZmint := (v, k, 8,cm)

em = COM M;(vl|k)
apr, := RPF2%"(0)
k= COMM,(apk!||p)

3 spending
Spending the coin c:
tTspend = (cm, sn, m)

sn = PRF;" (p)

3.0.1 pouring

new

pouring coin®? into coine, coine’. with vl = v, + VY + V3 as follows:

d

L ol new new
tTpour = (1t, S0, emT, cm5®Y  Tpour

Tpour 1S the pouring sk-snark proof of the spending/pouring process.
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