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this is an effort to break down the building blocks of crypsinous blockchain

1 Crypsinous blockchain

Crypsinous Blockchain is built on top of Zerocash sapling scheme, and Ouroboros Genesis blockchain. Each part

U, stores it’s own local view of the Blockchain loht: Cloc is a sequence of blocks B; (i>0), where each B € Cj,.

loc”
B = (txleach St)

tTiead = (LEAD, St?refa Stxproof)

st?ref it’s a vector of txcqq that aren’t yet in Cioc. $tZproof = (CMie, SNc, €p, sl, p, h, ptr, ) the Blocks’ st is
the block data, and h is the hash of that data. the commitment of the newly created coin is: (eme,7/c) =
COM M (pkCCIN||7||vel|pre), T is the clock current time. sn, is the coin’s serial number revealed to spend the
coin.
SNe = PRFTS:OtSkOIN(Pc)

p _ nskS;OIN

n is is from random oracle evaluated at (Nonce||nep||sl), p is the following epoch’s seed. ptris the hash of the
previous block, 7 is the NIZK proof of the LEAD statement.

1.1 LEAD statement

for x = (cme,, SNcy s M, L, p, b, DET, Py, fby, TOOL), and w = (path, rootg,corn , pathggcorn , Te, Pe, Tey, U, Te, ) for tuple
({E,’LU) € Licqq iff:

k
o pkCOIN _ PRFfootkaIN (7).
[ ] pcz = PRF::OltkaopiN (pcl).

Vi € {1,2} : DeComm(cm,,, pk®OI™N||v||pe,,7e,) =T
path is a valid Merkle tree path to ¢m,, in the tree with the root root.
pathgcorn is a valid path to a leaf at position sl — 7, in a tree with a root roo
SN, = PRF::Ot?kOIN (per)

rootsc,ng
® Y= Hy

root 21 o

® P=Hp
o y < ord(G)ps(v)

tCOIN
sk .

[lpe

2 Performance

since Crypsinous is based off sapling scheme, the performance relative to zerocash sapling scheme is that number
of constraints in the PRF is improved by replacing sha256 (83,712 constraints) by pederson commitment (2,542
constraints), but on the other hand the proving take twice that of the sapling.[1]



3 Appendix
3.1 PRF

pseudo random function f(z) is defined as elliptic curve encryption over the group < g > of random output as
elligator curves of poseidon hash H

3.1.1 PRF®™:
PRFTS:Otng,N (z) = H(l’HObOO)TOOtSkOIN

3.1.2 PRFP*:

COIN
root Sy,

PRE? conx(w) = H(x]|0001)

3.1.3 PRF:
PRFf:étCkOIN (x) = H(xHOblO)n)otgkOIN

3.2 root§PTN (1)

the root in the merkle tree of the current epoch’s coins secret keys, at the onset of the epoch, the initial slot’s
coin’s secret key

3.3 Comm,DeComm

the equivocal commitment (e¢m,r) < Comm(m), while the de-commitment is DeComm(cm, m,r) — True if it
verifies. the commitment can be implemented as blinded encryption of m, as follows

mGy + rGy
for random groups Gi, Ga, or as PRES™™(m)

PRFE™(m) = H(m||0b11)"
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